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1 Hacking-Lab Remote Security Labor

1.1 Intoduction

Hacking-Lab is an advanced E-Leamning and E-Lab infrastructure for the education of IT specialists. The target
group includes security engineers, forensic investigators, software developers and IT operation staff.

According the knowledge rating system from Bloom, the knowhow gains a higher level if training modules
include hands-on labs. This is exactly what Hacking-Lab provides - in-depth lab cases from al large variety of
wargame and Hack&Learn cases.

1.2 Who uses Hacking-Lab?

| Universities
0 they teach IT security subjects in their modules
0 they teach theory and labs
o they want to provide leading-edge modules
0 Hacking-Lab provides theory and lab cases to your University

| Software Companies
0 they want to educate their staff for the OWASP security guidelines
0 they want to make their code more robust against web hacking techniques
0 Hacking-Lab delivers web security cases, code snippets and Web Wargames

| Security Conferences
0 They have good talks and tracks
0 they want to give an added-value to their participants
0o Hacking-Lab delivers a complete wargame infrastructure that is testet with more than 150
concurrent participants
0 Hacking-Lab delivers the global ranking page, solutions and everything you need for your IT
Sec conference.

| Fun Weekends in IT Companies
0 some have some sort of offsite-weekends
0 they have a knowledge part and some fun activities
0o Hacking-Lab provides the fun hacking part for your IT engineers, hacking challenges,
Hacking for Fun

| Penetration Testing Companies
o they need a playground for their junior security engineers
0 Hacking-Lab helps you in the education of professional penetration testers
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1.3 Your Remote Security Lab

Do you feel like using Hacking-Lab all over the year? Please order the yearly fee to have unlimited access to
all Hacking-Lab cases.

1.4 Advantage of Hacking-Lab

Hacking-Lab is a remote security lab. It' is already there and you save the money of building your own
educational lab for your it staff. Hacking-Lab consists of the event/learning management page (www.hacking-
lab.com) and a remote security lab (OpenVPN access). The portal pages gives you the lab case exercises,
where the infrastructure provides the "vulnerable" systems to attack.

What are your interests?

Interest Description

Live Hacking Demo Do you feel like a live hacking demonstration? Do you want to give your talk
a special added value? Use Hacking-Lab cases to make your talk more
understandable.

IT Security Talks
Live Hacking Talks
Security Demonstrations

Security Week Use Hacking-Lab for a whole week during your offsite meeting or internal IT
security awareness campaign.

Team event within your company
Security weeks
Security conferences / wargames

Security Lessons Use Hacking-Lab in your all-year education programm, including theory and
lab cases.

IT Security lessons for your needs

Universities
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